

AGREEMENT ON THE MANAGEMENT AND PROTECTION OF SENSITIVE POWER SYSTEM INFORMATION

in accordance with the Regulations on Security and Emergency Preparedness in the Energy Supply

between

[Business name]
VAT registration number and tax ID no.: 000 000 000
(hereafter referred to as the Information Owner)

and

[Business name]
VAT registration number and tax ID no.: 000 000 000
(hereafter referred to as the Information Processor)

Place and date: 


[place], 20xx-xx-xx



Purpose of this Agreement
This agreement governs the rights and obligations between the Information Owner and the Information Processor (hereafter referred to as ‘the parties’) according to: 
· Act on Production, Conversion, Transmission, Trading, Distribution and use of Energy of 29 June 1990 no. 50 (The Norwegian Energy Act) § 9-3
· Regulation on Security and Emergency Preparedness in the Power Supply of 7 July 2012 no. 1157, last amended on 22 January 2025, (the Power Contingency Regulation, kbf), Chapter 6
The purpose of this agreement is to ensure that the handling and protection of sensitive power system information by the Information Processor comply with the duty of confidentiality and security requirements. 

Definitions
Sensitive power system information refers to specific and detailed information regarding facilities, functions, system and other elements of the power supply that could be used with the intent to cause harm or disrupt power delivery if such information is compromised or disclosed to unauthorized parties. 
Processing of sensitive power system information includes the creation, collection, registration, compilation, processing, use, storage, administration, exchange, sharing, disposal, management, and protection of data. Some of the listed activities overlap. 
Information Owner is an entity within the energy supply sector that lawfully controls sensitive power system information through strict routines and directives for its management, protection and processing
Information Processor is an entity that, within the scope of this agreement, manages sensitive power system information on behalf of the Information Owner as part of providing services or goods, or due to legitimate operational needs. 

Scope of the Agreement
This agreement applies to all management and protection of sensitive power system information that the Information Processor carries out in relation to [insert name of service/assignment/requirement]

The services/requirements include:
· [service #1]
The sensitive power system information included in the service/assignment consists of:
· [listing]

The Information Owner retains full control over the sensitive power system information that has been transferred or communicated to the Information Processor under this agreement.
The Information Processor retains copyright and ownership of its own generated information but is obligated to protect sensitive power system information and documentation in accordance with this agreement.
The Information Owner has the right to monitor the management and processing of sensitive power system information by the Information Processor. 
The sensitive power system information shall be used in accordance with the purpose described in or derived from this agreement and any subsequent written agreements between the parties. Processing of the sensitive power system information for other purposes, or further disclosure, may only occur with prior written consent from the Information Owner. 

The Information Owner’s Rights and Obligations
The Information Owner shall: 
· comply with the obligations stated in the Norwegian Energy Act, the Power Contingency Regulation, and any other legal decisions thereunder
· notify the Information Processor in writing of any amendments to requirements and regulations.
· deliver or share any sensitive power system information in accordance with this agreement when the job/assignment commences
· in the event of a request for further delivery or sharing with a third party, provide written confirmation or a refusal, justified by legitimate needs 
· have the right to audit the Information Processor and request documentation regarding compliance with this agreement 
The Information Owner’s Instructions to the Information Processor
The Information Processor must
· process sensitive information within the limits set by this agreement, always ensuring that the Information Owner is protected from violating any current laws and regulations through any actions or oversights
· carry out all necessary technical and organisational measures, ensuring that sensitive information is always handled according to information security requirements
· establish or update internal security instructions for management and protection of sensitive information to prevent loss, dissemination, disclosure, unauthorised access, or use beyond the agreed purpose
· establish systems and routines for processing sensitive power system information in accordance with internal safety instructions and the information security requirements of this agreement
· establish or update an internal control system capable of managing security breaches or other deviations related to the with processing of sensitive power system information
· comply with the duty of confidentiality by ensuring that employees granted access to sensitive power system information are familiar with the security instructions and sign a personal confidentiality agreement 
· store, manage and process any sensitive power system information on the company-owned equipment, and prevent storage and processing of sensitive power system information on private devices or media 
· exercise caution when storing sensitive power system information on mobile devices (mobile phones, cameras, tablets and laptops), encrypt data where possible and delete it after use
· ensure that electronic documents are stored on a file server with access control, or encrypted and password-protected, and implement logging where practical possible
· ensure that external connections to networks or other solutions for storing sensitive power system information occur via secure VPN access
· encrypt sensitive power system information when sharing or transmitting electronically, using recognized encryption algorithms with sufficient key length and password strength
· ensure that all physical or electronic documents containing sensitive power system information are labelled, as far as possible, with a clear visual indicator as part of the file or object name, or both
· ensure that all physical documents with sensitive power system information are locked in cabinets or rooms when not in use
· activate screen locks when leaving a workstation
· obtain written confirmation from the Information Owner before any further transfer or sharing of sensitive power system information, and ensure that any third parties adhere to the same obligations as the Information Processor is committed to under this agreement
· ensure that all sensitive power system information, including backup, is permanently deleted, using a recognized method when the Information Owner submits a legitimate deletion request or when the legal basis for retention no longer applies
· warn the Information Owner of any potential or actual security breaches, deviations, or other incidents or circumstances that may threaten information security
· inform the Information Owner of name changes, changes in company management, relocation, restructuring and acquisitions, debt settlement negotiations and bankruptcy, or any other changes that may affect the compliance with this agreement
· facilitate efficient audits and document delivery when Information Owner requests to check the Information Processor‘s compliance to this agreement

Duty of Confidentiality
The Information Processor shall ensure that all employees and third parties processing sensitive power system information under this agreement are aware of the du and its content. Sensitive power system information shall under no circumstances be disclosed publicly. The duty of confidentiality shall also apply after the termination if this agreement, cf. The Norwegian Energy Act § 9-3.
Inspection and audit
The Information Owner may at any time require inspections and audit of systems, routines and documentation related to the management and processing of sensitive power system information under this agreement. The Information Processor shall correct any deviations without undue delay.
Upon request, the Information Processor shall also provide general documentation associated with any deviation handling resulting from inspections and audits conducted by other Information Owners.
Inspections and audits shall be notified within a reasonable time to allow the Information Processor to accommodate the activity in its work schedule. 
Duration, notice and termination
This agreement shall apply from the date it is signed by both parties. The agreement remains in effect until it is terminated, or until any related agreements between the parties, as referred to in Section 3, expire. Either party may terminate this agreement by giving 30 calendar days written notice. 
Upon termination or expiry of this agreement, all parties shall agree on how to delete and/or return of electronic and physical documents, and the Information Processor shall provide a final written confirmation.
In the event of a breach of this agreement, the Information Owner may require changes to the routines of the Information Processor or instruct the Information Processor to immediately stop any further processing of sensitive power system information.
Any amendments and/or additions to this agreement shall be in writing and signed by both parties.
Notices
Notices, alerts or other communication between the Information Owner and the Information Processor shall be in writing or confirmed in writing to:

	Information Owner
	Information Processor

	[Business name]
[Address]
	[Business name]
[Address]

	Name:
Role:
E-mail:
Mobile no.: 
	Name:
Role:
E-mail:
Mobile no.:


Signing process
This agreement has been signed in two original copies, of which each party shall retain one copy.

Place and date:
[place], 20xx-xx-xx

	Information Owner
	Information Processor

	

	

	Name: 
	Name:
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